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Why is the Open Signature Initiative 

necessary? 
 

While there are many standards for electronic signatures, the 

practical adoption of them has room for improvement. In particular 

there are still many interoperability problems, which make 

signature technology hard to deploy and it is not clear which 

products support which standards. Against this background the 

Open Signature Initiative aims at enhancing transparency and 

interoperability with respect to electronic signature technology and 

related trust services.  

The existence and broad adoption of suitable standards is clearly a prerequisite 

for the successful implementation of a single European market of services as 

envisioned by the directive 2006/123/EC [1]. Technologies and standards for 

electronic signatures play a crucial role for the implementation of electronic 

transactions, as they allow to maintain integrity, authenticity and trust.  

There are standardised formats for advanced electronic signatures (cf. [2], [3], 

[4] and the decision of the European Commission 2011/130/EC [5]), 

standardised interfaces to smart cards used as secure signature creation device 

(cf. [6] and [7]), standardised application programming interfaces and device 

capability descriptions (cf. [8], [9] and [10]), standardised interfaces for digital 

signature services (cf. [11], [12] and [13]) and standardised formats for evidence 

records (cf. [14] and [15]) for example.  

While many of these standards have existed for quite some time now and most 

of them have reached a considerable level of maturity, it seems that the practical 

adoption of these standards in Europe has room for improvement. In particular 

there are still many interoperability problems, which make signature technology 

hard to deploy in practice. The process of creating and verifying electronic 

signatures typically involves several components and services. While there are 

plenty of offerings for the different components and services available in the 

market, the effective choice of components is rather limited, because of the 

technical dependencies between the different hardware and software 

components. The interconnections between the different components make 

interoperability often hard to achieve and these technical dependencies are often 

not transparent to the involved stakeholders, because there is a lack of publicly 

available information about the component’s features, which are relevant for 

interoperability. Against this background the Open Signature Initiative invites 
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vendors to provide technical information about their products in order to 

enhance transparency with respect to the available components and services, 

their technical features and resulting interoperability properties. This information 

will help operators and users of business and government applications to choose 

signature-related products and services which verifiably support the relevant 

standards and hence are already well prepared for the single European market of 

services. 

In a similar manner there are very mature and widely adopted standards for trust 

services (cf. [16], [17], [18], [19], [20], [21], [22] for example), but the issuance 

of secure signature creation devices and qualified certificates across borders is 

not yet mainstream, but may become a customary process as a consequence of 

the forthcoming European regulation on electronic identification and trust 

services for electronic transactions in the internal market [23]. Against this 

background the Open Signature Initiative invites issuers of eID and signature 

creation devices to provide test devices and corresponding technical 

specifications in order to facilitate the creation of standardised capability 

descriptions according to [9] and [8] for example and provide accessible 

information about the implemented registration process and guidance how to 

perform the registration in a cross-border setting. 
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